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Information Security Policies Made Easy, Version 11 is the new and updated
version of the gold standard information security policy resource used by over
7000 organizations worldwide.
Based on the 25 year consulting and security experience of Charles Cresson
Wood, CISSP, CISA, CISM, ISPME is the most complete policy resource
available.

ISPME has everything you need to save money while building a due-care
security policy environment, including: 1. A complete policy library with over
1400 individual pre-written security policies including: Coverage of the latest
technical, legal and regulatory issues. ISO 27001/27002 outline format, allowing
for easy gap-analysis against existing standards and security frameworks. Expert
commentary discussing the risks mitigated by each policy. Target audience
(management, technical, or user) and security environment (low, medium, high)
for each policy. Policy coverage maps for Sarbanes-Oxley (COBIT), PCI-DSS
and HIPAA security.
2. Eighteen complete pre-written security policy documents that every company
should have, updated and ready to use as is; or with easy customization,
including: User-targeted policies such as: Electronic Mail Policy, Internet
Security Policy for End Users and Web Privacy Policy. Organization-wide
policies such as: High-Level Security Policy, Privacy policy, Information
Ownership Policy. Technology-based policies such as: Firewall Policy, Data
Classification Policy and Network Security Policy. Sample risk acceptance
memo for the approval of out of compliance situations, a sample non-disclosure
agreement, and a user policy acceptance agreement.
3. Expert advice on the policy development and review process, including: A
step-by-step checklist of policy development tasks to quickly start a policy
development project. Helpful tips and tricks for getting management buy-in for
information security policies and education. Tips and techniques for raising
security policy awareness. Real-world examples of problems caused by missing
or poor security policies. Policy development resources such as Information
Security Periodicals, professional associations and related security organizations.
4. All content available on an easy-to-use CD-ROM featuring: Policies available
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in PDF or MS-Word format. Easy cut-and-paste into existing corporate
documents. Extensive cross-references between policies that help the user
quickly understand alternative solutions and complimentary controls.
ISPME V11 policies cover these important security topics: Access Control, Data
Classification and Control, Risk Assessments, Password and user ID
management. Logging Controls, Encryption and Digital Signatures, Instant
messaging, PDAs and, smart phones, Personnel Security including Security
Awareness and Training. Data Privacy Management for employees and
customers. Corporate governance, including Sarbanes-Oxley. Electronic mail,
viruses, malicious code protection, and social engineering attacks, including
phishing scams. Preventing and responding to identity theft, Network security
including wireless and Voice Over Internet Protocol (VOIP), Security,
configuration, and management firewalls, Communication Security including
telephones and FAX machines. Web site and e-commerce security, Security in
3rd party contracts, including outsourcing and off-shoring of IT projects.
Document destruction, as well as retention of documents that may be used in
court cases Incident Response and Contingency planning. Telecommuting and
mobile computing. Honeypots and intrusion detection systems. Effective
software patch.
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information security policy resource used by over 7000 organizations worldwide.
Based on the 25 year consulting and security experience of Charles Cresson Wood, CISSP, CISA, CISM,
ISPME is the most complete policy resource available.

ISPME has everything you need to save money while building a due-care security policy environment,
including: 1. A complete policy library with over 1400 individual pre-written security policies including:
Coverage of the latest technical, legal and regulatory issues. ISO 27001/27002 outline format, allowing for
easy gap-analysis against existing standards and security frameworks. Expert commentary discussing the
risks mitigated by each policy. Target audience (management, technical, or user) and security environment
(low, medium, high) for each policy. Policy coverage maps for Sarbanes-Oxley (COBIT), PCI-DSS and
HIPAA security.
2. Eighteen complete pre-written security policy documents that every company should have, updated and
ready to use as is; or with easy customization, including: User-targeted policies such as: Electronic Mail
Policy, Internet Security Policy for End Users and Web Privacy Policy. Organization-wide policies such as:
High-Level Security Policy, Privacy policy, Information Ownership Policy. Technology-based policies such
as: Firewall Policy, Data Classification Policy and Network Security Policy. Sample risk acceptance memo
for the approval of out of compliance situations, a sample non-disclosure agreement, and a user policy
acceptance agreement.
3. Expert advice on the policy development and review process, including: A step-by-step checklist of policy
development tasks to quickly start a policy development project. Helpful tips and tricks for getting
management buy-in for information security policies and education. Tips and techniques for raising security
policy awareness. Real-world examples of problems caused by missing or poor security policies. Policy
development resources such as Information Security Periodicals, professional associations and related
security organizations.
4. All content available on an easy-to-use CD-ROM featuring: Policies available in PDF or MS-Word
format. Easy cut-and-paste into existing corporate documents. Extensive cross-references between policies
that help the user quickly understand alternative solutions and complimentary controls.
ISPME V11 policies cover these important security topics: Access Control, Data Classification and Control,
Risk Assessments, Password and user ID management. Logging Controls, Encryption and Digital Signatures,
Instant messaging, PDAs and, smart phones, Personnel Security including Security Awareness and Training.
Data Privacy Management for employees and customers. Corporate governance, including Sarbanes-Oxley.
Electronic mail, viruses, malicious code protection, and social engineering attacks, including phishing scams.
Preventing and responding to identity theft, Network security including wireless and Voice Over Internet
Protocol (VOIP), Security, configuration, and management firewalls, Communication Security including
telephones and FAX machines. Web site and e-commerce security, Security in 3rd party contracts, including
outsourcing and off-shoring of IT projects. Document destruction, as well as retention of documents that may
be used in court cases Incident Response and Contingency planning. Telecommuting and mobile computing.
Honeypots and intrusion detection systems. Effective software patch.
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Editorial Review

About the Author
Charles Cresson Wood, CISA, CISSP, is an author and independent information security consultant based in
Sausalito California.
In the information security field on a full-time basis since 1979, he has worked as an information security
management consultant at SRI International (formerly Stanford Research Institute) as well as lead network
security consultant at Bank of America.
He has done information security work with over 120 organizations many of them Fortune 500 companies
including a large number of financial institutions and high-tech companies. His consulting work has taken
him to over twenty different countries around the world. He is noted for his ability to integrate competing
objectives (like ease-of-use, speed, flexibility and security) in customized and practical compromises that are
acceptable to all parties involved.
Acknowledging that information security is multi-disciplinary, multi-departmental, and often multi-
organizational, he is additionally noted for his ability to synthesize a large number of complex considerations
and then to document these in security architectures, system security requirements, risk assessments, project
plans, policy statements, and other clear and action-oriented documents.
He has published over 225 technical articles and five books in the information security field. In addition to
TV and radio appearances, he has been quoted as an expert in publications such as Business Week, Christian
Science Monitor, Computerworld, IEEE Spectrum, Infoworld, LA Times, Network Computing, Network
World, PC Week, The Wall Street Journal, and Time. He has also presented cutting-edge information
security ideas at over 100 technical and professional conferences around the globe. Mr. Wood is Senior
North American Editor for the journals;Computers & Security; and;Computer Fraud & Security Bulletin;, as
well as a monthly columnist for;Computer Security Alert;.
He holds an MBA in financial information systems, an MSE in computer science, and a BSE in accounting
from the Wharton School of Business at the University of Pennsylvania. He has passed the Certified Public
Accountant (CPA) examination and is both a Certified Information Systems Auditor (CISA) and a Certified
Information Systems Security Professional (CISSP). In November 1996 he received the Lifetime
Achievement Award from the Computer Security Institute for sincere dedication to the computer security
profession.

Users Review

From reader reviews:

Anthony Collins:

The publication untitled Information Security Policies Made Easy Version 11 is the reserve that
recommended to you to see. You can see the quality of the e-book content that will be shown to you. The
language that writer use to explained their way of doing something is easily to understand. The article author
was did a lot of research when write the book, to ensure the information that they share for your
requirements is absolutely accurate. You also could possibly get the e-book of Information Security Policies
Made Easy Version 11 from the publisher to make you a lot more enjoy free time.



Leopoldo Gonzalez:

Do you really one of the book lovers? If yes, do you ever feeling doubt while you are in the book store? Try
and pick one book that you find out the inside because don't determine book by its cover may doesn't work
the following is difficult job because you are frightened that the inside maybe not as fantastic as in the
outside appearance likes. Maybe you answer is usually Information Security Policies Made Easy Version 11
why because the fantastic cover that make you consider with regards to the content will not disappoint you
actually. The inside or content is definitely fantastic as the outside as well as cover. Your reading 6th sense
will directly assist you to pick up this book.

James Rogers:

You can spend your free time to see this book this e-book. This Information Security Policies Made Easy
Version 11 is simple to deliver you can read it in the playground, in the beach, train along with soon. If you
did not possess much space to bring the printed book, you can buy typically the e-book. It is make you
simpler to read it. You can save the particular book in your smart phone. So there are a lot of benefits that
you will get when one buys this book.

Clark Palumbo:

Do you like reading a e-book? Confuse to looking for your chosen book? Or your book had been rare? Why
so many question for the book? But almost any people feel that they enjoy with regard to reading. Some
people likes reading through, not only science book but in addition novel and Information Security Policies
Made Easy Version 11 or maybe others sources were given understanding for you. After you know how the
great a book, you feel desire to read more and more. Science book was created for teacher or even students
especially. Those ebooks are helping them to include their knowledge. In some other case, beside science e-
book, any other book likes Information Security Policies Made Easy Version 11 to make your spare time far
more colorful. Many types of book like here.
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