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Being highly flexible in building dynamic, database-driven web applications
makes the PHP programming language one of the most popular web
development tools in use today. It also works beautifully with other open source
tools, such as the MySQL database and the Apache web server. However, as
more web sites are developed in PHP, they become targets for malicious
attackers, and developers need to prepare for the attacks.

Security is an issue that demands attention, given the growing frequency of
attacks on web sites. Essential PHP Security explains the most common types of
attacks and how to write code that isn't susceptible to them. By examining
specific attacks and the techniques used to protect against them, you will have a
deeper understanding and appreciation of the safeguards you are about to learn in
this book.

In the much-needed (and highly-requested) Essential PHP Security, each chapter
covers an aspect of a web application (such as form processing, database
programming, session management, and authentication). Chapters describe
potential attacks with examples and then explain techniques to help you prevent
those attacks.

Topics covered include:

Preventing cross-site scripting (XSS) vulnerabilities●

Protecting against SQL injection attacks●

Complicating session hijacking attempts●

You are in good hands with author Chris Shiflett, an internationally-recognized
expert in the field of PHP security. Shiflett is also the founder and President of
Brain Bulb, a PHP consultancy that offers a variety of services to clients around
the world.
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Being highly flexible in building dynamic, database-driven web applications makes the PHP programming
language one of the most popular web development tools in use today. It also works beautifully with other
open source tools, such as the MySQL database and the Apache web server. However, as more web sites are
developed in PHP, they become targets for malicious attackers, and developers need to prepare for the
attacks.

Security is an issue that demands attention, given the growing frequency of attacks on web sites. Essential
PHP Security explains the most common types of attacks and how to write code that isn't susceptible to
them. By examining specific attacks and the techniques used to protect against them, you will have a deeper
understanding and appreciation of the safeguards you are about to learn in this book.

In the much-needed (and highly-requested) Essential PHP Security, each chapter covers an aspect of a web
application (such as form processing, database programming, session management, and authentication).
Chapters describe potential attacks with examples and then explain techniques to help you prevent those
attacks.

Topics covered include:

Preventing cross-site scripting (XSS) vulnerabilities●

Protecting against SQL injection attacks●

Complicating session hijacking attempts●

You are in good hands with author Chris Shiflett, an internationally-recognized expert in the field of PHP
security. Shiflett is also the founder and President of Brain Bulb, a PHP consultancy that offers a variety of
services to clients around the world.
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Editorial Review

Review
You've heard the nasty stories about PHP sites being wiped off the web by evil hackers? Sadly it's not scare-
mongering as it does happen, and as much as we love PHP it needs proper security to keep your site safe
from harm. Plenty of PHP books have the odd chapter on security but at last O'Reilly have published a whole
volume dedicated to the cause, with all the code you'll need to keep everything in order. Each chapter covers
a different aspect of the application, from form processing to database programming and session
management. Written in a straight forward style, it's ideal for every PHP user, but at GBP20 you might
expect a little more than just 100 pages." .NET, November 2005 "If you write PHP scripts, get a copy" -
Alain Williams, news@UK, March 2006

About the Author

Chris Shiflett, an internationally recognized expert in the field of PHP security, is the founder and President
of Brain Bulb, a PHP consultancy. Chris has been developing web applications with PHP for several years
and regularly speaks at OSCON, ApacheCon, and PHP users conferences in North America. He is the author
of the HTTP Developer's Handbook (Sams) and writes frequently about web application security. As an open
source advocate, he maintains several open source projects and is a member of the PHP development team.

Users Review

From reader reviews:

Lorri Nicholson:

The reserve untitled Essential PHP Security is the book that recommended to you to see. You can see the
quality of the publication content that will be shown to a person. The language that creator use to explained
their way of doing something is easily to understand. The article writer was did a lot of study when write the
book, and so the information that they share for you is absolutely accurate. You also will get the e-book of
Essential PHP Security from the publisher to make you far more enjoy free time.

Jack Harbin:

People live in this new time of lifestyle always make an effort to and must have the extra time or they will
get great deal of stress from both lifestyle and work. So , if we ask do people have time, we will say
absolutely without a doubt. People is human not just a robot. Then we request again, what kind of activity
are there when the spare time coming to an individual of course your answer can unlimited right. Then do
you try this one, reading textbooks. It can be your alternative within spending your spare time, often the book
you have read is definitely Essential PHP Security.



Elijah McWhorter:

The book untitled Essential PHP Security contain a lot of information on it. The writer explains the girl idea
with easy method. The language is very simple to implement all the people, so do definitely not worry, you
can easy to read that. The book was compiled by famous author. The author gives you in the new period of
literary works. You can read this book because you can please read on your smart phone, or device, so you
can read the book inside anywhere and anytime. If you want to buy the e-book, you can available their
official web-site and also order it. Have a nice go through.

Ashley Robinette:

This Essential PHP Security is fresh way for you who has attention to look for some information as it relief
your hunger details. Getting deeper you upon it getting knowledge more you know otherwise you who still
having bit of digest in reading this Essential PHP Security can be the light food for you because the
information inside this kind of book is easy to get through anyone. These books build itself in the form
which is reachable by anyone, yeah I mean in the e-book form. People who think that in e-book form make
them feel drowsy even dizzy this book is the answer. So you cannot find any in reading a book especially
this one. You can find what you are looking for. It should be here for you actually. So , don't miss the idea!
Just read this e-book style for your better life as well as knowledge.
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